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Who are we?

u  We are NOT an MSP
u FoundedJan 1 2015

u  Founders former Law Enforcement and Military - o K

u Dedicated to the small to mid -market
u Affordable entry to advanced Cybersecurity solutions

u  Regions only small business Cyber firm

CYBER SECURITY
' FOR YOUR BUSINESS

Your organization will be hacked;vdfat you do right now will determine if you and your organization
.~ endupin the;}iégd]ines._and on the wr~ng side of a nress release.

SECURECYBER e,



A Word About Security
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u I tds Not Popul ar
u I'tds Not Convenient
u It Doesnot Have to behh

u Do What is Reasonably Required
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Todayos Threat s

v Ransomware/Cryptolocker
u W2 Scam

APACHE | cearms

SOFTWARE FOUNDATION

u  Apache Struts

u CCleaner




EquiHacked

u  Over 143 Million Americans,
UK and Canadian Citizens
Effected

u  Breach was the result of an
unpatched Apache Struts
Vulnerability

u It was known for over 45
days that someone had
compromised Equifax

u  Equifax failed at Incident
Response

v Equifax failed at public
relations

u  Equifax failed at Cyber
Security




Breach Vector
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Why are they attacking me?

 Financial

. Espionage

. Fun

. Ideology

[ | Grudge
Everything Else
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Compromise vs. Exfiltration
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Breach Notification Methods
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Incident Response




The need for Incident Response (IR)

u  Recover Quickly from an Incident
u Implement a Pre-Planned Strategy
u Protect the Compgaad

u  Maintain Compliance




Focus Areas for IR

u  Scope and Purpose

u IR Roles and Responsibilities
u Internal Stakeholders

u  External Entities

u IR Process Flow/Phases

u  Revision History

u Stakeholder Contact List

u  First Responder Checklist

u Incident Report Template

u  Evidence/Chain of Custody




Incident Response Demo




Ransomware Attack

A user calls the help desk and What is your response? Letds Discuss Thi s!
tells you that something is
happening to her PC. Boxes are
flashing and icons are appearing
on her desktop. While on the
call they report that there is a
red screen with an FBI logo on it
telling them that all their files

are encrypted and saying
something about Bitcoin.




Incident Response Process

S,

/7

Containment
Detection & Eradication Post-Incident

Preparation Analysis & Recovery Activity




Table Top Exercises

u Practice against real -world scenarios
u  NonIT exposure
u See holes in the process

u  Go-Bag testing

u  Tweak documentation




Training

u  Keep staff up-to-date

u Include Newsletters with Tips
u  Show examples of real threats
u  Practice phishing employees

u  Measure training and controls effectiveness




