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Secure Access Service Edge

Software-defined wide area network (SD-WAN)

A software-defined wide area network is an overlay architecture that uses
routing or switching software to create virtual connections

between endpoints—baoth physical and logical. SD-WANs provide near-
unlimited paths for user traffic, which optimizes the user experience, and
allows for powerful flexibility in encryption and policy management.

Secure web gateway (SWG)

A secure web gateway is a web security service that filters unauthorized traffic
from accessing a particular network. The goal of a SWG is to zero in on
threats before they penetrate a virtual perimeter. A SWG accomplishes this by
combining technologies like malicious code detection, malware elimination,
and URL filtering.

Cloud access security broker (CASB)

A cloud access security broker is a SaaS application that acts as a security
checkpoint between on-premises networks and cloud-based applications and
enforces data security policies. A CASB protects corporate data through a
combination of prevention, monitoring, and mitigation techniques. It can also
identify malicious behavior and warn administrators about compliance
violations.

Firewall as a service (FWaaS)

Firewall as a service moves firewall protection to the cloud instead of the
traditional network perimeter. This enables organizations to securely
connect a remote, mobile workforce to the corporate network, while still
enforcing consistent security policies that reach beyond the organization’s
geographic footprint.

Zero Trust Network Access (ZTNA)

Zero Trust Network Access is a set of consolidated, cloud-based
technologies that operates on a framework in which trust is never implicit
and access is granted on a need-to-know, least-privileged basis across all
users, devices, and applications. In this model, all users must be
authenticated, authorized, and continuously validated before being
granted access to company private applications and data. ZTNA eliminates
the poor user experience, operational complexities, costs, and risk of a
traditional VPM.

Centralized and unified management

A modern SASE platform allows IT administrators to manage SD-WAN,
SWG, CASB, FWaa$, and ZTNA through centralized and unified
management across networking and security. This frees IT team members
to focus their energy in other more pressing areas and boosts the user
experience for the organization’s hybrid workforce,
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Traffic Forwarding Profiles

@D Microsoft traffic profile @D Private access profile @D Internet access profile
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Control access based on all or specific network
access traffic, cloud apps or actions.
Learn more &

Select what this policy applies to

Global Secure Access (Preview) R
Ta rgEt Select the traffic profiles this policy applies to
Resources — =

0 selected R

Condltlonal Microsoft 365 traffic

Access
D Internet traffic




Manage web content filtering policies.

Policy name

All websites
Slocked Categories
block espn

J-\.l.-.d-k T b=
DIOCK 20C 3

Platform SSO

Rules

r.a

[.a

Created on

02/14/2024, 05:55 AM

02/29/2024, 11:16 AM

05/13/2024, 01:39 PM

05/13/2024, 01:55 PM

07/16/2024, 02:32 PM

Internet Access Profile — Web Filtering

Last Modified

02/14/2024, 05:535 AM

02/29/2024 11:16 AM

05/20/2024, 01:42 PM

05/13/2024, 01:35 PM

07/16/2024, 02:32 PM

Action

allow

block

block

block

block



Security profiles Baseline profile

Create profile 'f_:' Refresh &7 Got feedback?

Manage Security profiles that allow you to organize all your policies. Attach to Conditional Access to make them user and
context aware,

Security

Profile name Priority Policy count Action State Last modif

~ Block Social 100 enablad 05/13/202: P rofl | e
block espn 101 web filtering I n t e r n et

block social 102 web filtering
~ Block 2 101 enabled 05/20/202: A C C e S S
block espn 100 web filtering
Blocked Categories 105 web filtering

block social 110 web filtering

All websites web filtering




Use Global Secure Access security
profile

Integrate
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Block Social Access

Block 2




Microsoft Private Access - Entra App
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User Experience with App Proxy

Connector requests
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Home >

Edit Quick Access configuration

Edit application settings 2! Got feedback?
pp g o

@ Get early access to Quick Access private preview features that further simplify VPN replacement. Submit a request to join the private preview [

Name () * ‘ ServerAccess_RDP ‘

.
Qu | C k AC C e S S Connector Group (0 ‘ ServerAccess ~ ‘
. .
C O n f I g u ra t | O n @ We recommend at least two active connectors in selected group 'ServerAccess'. Click here to download a connector or

manage your connector groups.

Application Segment

i Add Quick Access application segment

Destination type Destination Ports Delete

IP address range (CIDR) 192.168.100.1/24 80,443,3389 @




RDP! RDP! RDP!




RDP Auth Flow
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Familiar Error messages

4~ conTOSO demo

1 CONTOSO demo
ZTNA Network Access Client -- Private

Sorty, but we're having trouble signing you in. josh_patriot@m365t29811314.onmicrosoft.com

You cannot access this right
AADSTS50105: Your administrator has configured the application ServerAccess

(‘8d7c1762-ead2-4ee2-b5ed-bBe61306098f) to block users unless they are now

specifically granted (‘assigned’) access to the application. The signed in user ) _

JoshAdmin@M365t29811314.onmicrosoft.com’ is blocked because they are not Your sign-in was successful but does not meet the

a direct member of a group with access, nor had access directly assigned by an criteria to access this resource. For example, you
administrator. Please contact your administrator to assign access to this might be signing in from a browser, app, or location
application.

that is restricted by your admin.

Maore details

Contoso



Home

Traffic logs
L Download (0 Refresh == Columrs

All Connections

10K

A7 Got feedback?

Log Activity

Intarnet Access

1o

2 Timespan : Last 24 hours " Add filter

Created date time | Traffic type

12/12/2023, 07:39 PM Microscft 365

12/12/2023, 07:39 PM Microsoft 365
12/12/2023, 07:39 PM Microsoft 365
12/12/2023, 07:39 PM Microsoft 365
12/12/2023, 07:39 PM Microsoft 365

12/12/2023, 07:39 PM Microsoft 365

Destination FQDN

substrate.office.com

substrate.office.com

login.micrasoftonli...
login.micrascftonli...
login.microsoftonli...

login.microscftonli...

User principal name

Josh_Patrict@M365t2...
Josh_Patriot@M3a65t2...
Josh_Patriot@M365t2...
Josh_Patrict@M365t2...
Josh_Patriot@M365t2...

Josh_Patriot@M36582...

Action

Allow

Allow

Allow

Private Access

28

Created date time |

12/12/2023, 07:39 PM
12/12/2023, 07:39 PM

12/12/2023, 07:38 PM

Traffic type

Private
Private

Private

Destination FQDN

Micrasoft 365 Acoess

1K

User principal name

Josh_Patrict@mM3sst2..,
Josh_Patrict@M365t2...

Josh_Patrict@M3B5L2..,






Links

Aka.ms/ssedeploy




Microsoft SSE Licensing

Microsoft Entra
Suite

$12.00 user/month

The Microsoft Entra
Suite combines network
access, identity
protection, governance,
and identity verification
solutions, A subscription
to Microsoft Entra ID P1
or a package that
includes Microsoft Entra
1D P1 is required.
Special pricing is
available for Microsoft
Entra ID P2 and
Microsoft 365 ES
customers.

Try for free

Contact Sales »



Entra Suite Licenses - Expanded

Plans and pricing Compare details

Prerequisites

Standard prices are shown below. If your organization qualifies for special pricing, it will be shown at checkout before the final purchase.

Plans

Microsoft Entra Suite (Trial)

Microsoft Entra Suite for FLW (Trial)

Microsaft Entra Suite for FLW

Microsoft Entra Suite

Microsoft Entra Suite Add-on for ...

Microsoft Entra Suite Add-on for ...

Subscription length & unit price (USD)

Free for 1 month

Free for 1 month

1 menth - $9.60 license/month
1 year - §8.00 license/menth, $96.00 license/fyear
3 years - §8.00 license/month, $96.00 license/year, $288.00

1 month - $14.40 license/month
1 year - $12.00 license/month, $144.00 license/year
3 years - $12.00 license/month, $144.00 license/year, $432

1 month - §7.20 license/month
1 year - §6.00 license/month, $72.00 license/year
3 years - §6.00 license/month, 72,00 license/year, $216.00

1 menth - $10.80 license/month
1 year - §9.00 license/month, $108.00 license/year
3 years - §9.00 license/month, $108.00 licensefyear, $324.0

Description

Microsoft Entra Suite is an offering that consists of Microsoft Ent...

Microsoft Entra Suite is an offering that consists of Microsoft Ent...

Microsoft Entra Suite is an offering that consists of Microsoft Ent...

Microsoft Entra Suite is an offering that consists of Microsoft Ent...

Microsoft Entra Suite is an offering that consists of Microsoft Ent...

Microsoft Entra Suite is an offering that consists of Microsoft Ent...

TRIAL

TRIAL
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