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• DAY 1: A PROMINENT MANUFACTURER RELEASES A NOTICE THAT THEIR PRODUCT HAS

A VULNERABILITY THAT ALLOWS AUTHENTICATION BYPASS AND REMOTE CODE EXECUTION.

• DAY 5: CISA ISSUES AN ALERT WARNING OF A NEW PHISHING CAMPAIGN THAT USES

A MALICIOUS ATTACHMENT TO INSTALL A ROOTKIT AND ESTABLISH CONTROL OF THE

VICTIM PC.

• DAY 11: AN EMPLOYEE RECEIVES AN EMAIL STATING IT HAS INFORMATION ATTACHED

FOR THE UPCOMING STUDENT LOAN FORGIVENESS PROGRAM . THE ATTACHMENT IS BLANK.

• DAY 14: YOUR ACCOUNTING DEPARTMENT IS CONTACTED ABOUT BLANK INVOICES

BEING SENT OUT. LOGS SHOW THE MESSAGE DID NOT COME FROM YOUR ORGANIZATION.



• THERE WERE TWO CYBERSECURITY ALERTS - WOULD YOU RECEIVE THESE ALERTS?

• DOES YOUR COMPANY PROVIDE BASIC SECURITY AWARENESS TRAINING FOR

EMPLOYEES?

• DO YOU REGULARLY PERFORM CYBERSECURITY ASSESSMENTS OR PENETRATION TESTS?

• DO YOU HAVE A PATCH MANAGEMENT SYSTEM IN PLACE?

• DO YOU HAVE A PROCESS FOR EMPLOYEES TO REPORT SUSPECTED PHISHING EMAILS?













• DAY 47: EMPLOYEES CALL THE HELP DESK COMPLAINING OF SLUGGISH COMPUTERS, 

MOST USERS ARE INSTRUCTED TO REBOOT.

• DAY 50: NETWORK MONITORING BEGINS TO SHOW CRITICAL SYSTEMS OFFLINE, AND

USERS REPORT THEY CANNOT ACCESS NETWORK RESOURCES. INVESTIGATION SHOWS

SERVERS HAVE FILES RENAMED WITH AN UNKNOWN EXTENSION. RANSOM NOTES ARE

ON COMPUTER DESKTOPS ACROSS THE ORGANIZATION.

• DAY 53: DURING YOUR REMEDIATION EFFORTS, YOUR COMPANY’S CLIENTS

BEGIN CONTACTING THEIR REPS REGARDING EMAILS STATING YOU HAVE BEEN

HACKED AND ACCOMPANIED BY SCREENSHOTS OF PROPRIETARY DATA.







• HOW WOULD THIS BE ASSESSED IN YOUR ORGANIZATION?

• WHAT INTERNAL AND EXTERNAL NOTIFICATIONS DO YOU MAKE? TO WHOM?

• DOES YOUR ORGANIZATION HAVE THE CAPABILITIES TO RESTORE THE CRITICAL DATA?

• WHAT ARE YOUR FIRST ACTIONS UPON DISCOVERING THE ENCRYPTED FILES?

• HOW DO YOU PREVENT DATA EXFILTRATION FROM YOUR NETWORK?

• HOW DO YOU PREVENT MALICIOUS ACTORS FROM ENCRYPTING DATA?



• DAY 1: YOUR ORGANIZATION IS RUNNING A VERSION OF MICROSOFT EXCHANGE THAT

HAS BEEN OUT OF SUPPORT FOR ONE YEAR.

• DAY 2: A SALESPERSON’S LAPTOP IS STOLEN FROM A COFFEE SHOP. THE LAPTOP

CONTAINED SENSITIVE INFORMATION.

• DAY 6: YOUR ACCOUNTS PAYABLE DEPARTMENT IS ABOUT TO WIRE $50,000 TO ACME 
CORP. MOMENTS BEFORE EXECUTING THE TRANSFER, THE AP EMPLOYEE RECEIVES NEW

ACCOUNT INFORMATION VIA EMAIL. AP UPDATES AND EXECUTES THE TRANSFER.

• DAY 7: YOU REVIEW FIREWALL LOGS AND SEE LARGE VOLUMES OF TRAFFIC LEAVING

THE NETWORK FROM THE COMPANY NETWORK PRINTERS.







• DOES YOUR ORGANIZATION HAVE A PROCESS FOR REPLACING HARDWARE OR

SOFTWARE BEFORE IT IS “END OF SUPPORT?”

• DOES YOUR ORGANIZATION EMPLOY ANY METHODS TO PROTECT DATA ON DEVICES

THAT ARE LOST OR STOLEN?

• DOES YOUR ORGANIZATION USE MULTI-FACTOR AUTHENTICATION (MFA) FOR

ACCESS TO EMAIL AND OTHER SYSTEMS?

• DOES YOUR ORGANIZATION MONITOR NETWORK/INTERNET TRAFFIC FOR SUSPICIOUS

ACTIVITY?
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• DAY 8: YOUR EMPLOYEES NOTICE A COMMONLY USED LINK ON THE COMPANY

WEBSITE NOW REDIRECTS TO AN UNRELATED WEBSITE.

• DAY 9: USERS BEGIN TO REPORT ACCESS TO NETWORK RESOURCES HAS

DEGRADED. DURING TROUBLESHOOTING, YOU FIND AN UNKNOWN PROCESS IS USING

100% OF THE CPU ON ALL SERVERS. UPON INVESTIGATION, YOU FIND OUT THE

PROCESS IS RELATED TO A CRYPTOMINING VIRUS.

• DAY 12: THE SECURITY CONSULTANT WITH YOUR CYBER INSURANCE INFORMS YOU

THAT EMPLOYEE HR DATA IS FOR SALE ON THE DARK WEB.





• DOES YOUR ORGANIZATION PERFORM REGULAR PENETRATION TESTING OF COMPANY

WEBSITES?

• DOES YOUR ORGANIZATION HAVE PROCESSES TO MANAGE HOW FINANCIAL

TRANSACTIONS ARE EXECUTED?

• WHAT IMPACT WOULD THE SALE OF PERSONALLY IDENTIFIABLE INFORMATION (PII) 
HAVE ON YOUR BUSINESS?

• ARE YOU FAMILIAR WITH THE TERMS, CONDITIONS, REQUIREMENTS, AND COVERAGE

PROVIDED BY YOUR CYBERSECURITY INSURANCE?



• SCENARIO #1 CONTINUED

• YOU HAVE IDENTIFIED THE SERVER THAT WAS THE SOURCE OF ENCRYPTION.

• YOU HAVE DISCONNECTED THE SERVER.

• YOU HAVE DISABLED INTERNET ACCESS.

• LET’S DISCUSS THE NEXT STEPS.





• DO YOU HAVE ONE?

• WHAT ARE THE FIRST STEPS?

• IS IT REGULARLY REVIEWED AND UPDATED?



“NO PLAN SURVIVES CONTACT WITH

THE ENEMY” – HELMUTH VON MOLTKE

THE ELDER

“THE PERFECT PLAN IS LIKE

BIGFOOT, EVERYONE KNOWS WHAT IT LOOKS

LIKE, BUT NO ONE HAS SEEN ONE.” –

TIM LEWIS



• WHO NEEDS TO BE CONTACTED?

• WHAT RESOURCES DO YOU HAVE AT YOUR DISPOSAL?

• WHAT ARE THE EXPECTATIONS OF THE BUSINESS?

• WHAT LEGAL REQUIREMENTS DO YOU HAVE?

• WHO IS GOING TO FILL WHAT ROLE(S)?



• WHERE DO YOU EVEN BEGIN?

• WHEN DO YOU BEGIN?

• HOW DO YOU PREVENT RE-INFECTION?

• WHEN & HOW DO YOU DECIDE WHAT

GETS COMPLETELY RE-BUILT?



• ISOLATE MACHINES UNTIL CONFIRMED CLEAN.

• RESET PASSWORDS

PROMPTLY, ESPECIALLY ADMINS.

• BUILD CUSTOM DMZS

• IF IT IS EASIER, RE-IMAGE.

• MONITOR, MONITOR, MONITOR



• DON’T RESTORE FROM A COMPROMISED BACKUP!

• DWELL TIME IS SOMEWHERE BETWEEN 11 & 
24 DAYS.

• CONFIRMING AND PROTECTING THE HEALTH

OF YOUR BACKUPS IS A TOP PRIORITY.

• KNOW THE TERMS OF ACCESSING

OFFSITE BACKUPS BEFORE THEY ARE NEEDED.

• WHATEVER YOUR RPO/RTO IS, IT’S NOT GOING

TO BE ENOUGH.



• THIS IS GOING TO BE A LONG PROCESS.

• THIS IS GOING TO BE AN EXPENSIVE PROCESS.

• THERE ARE NO GUARANTEES THAT IT WILL NOT HAPPEN AGAIN.

• LEARN FROM THE EXPERIENCE.
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