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Agenda

• A layered security strategy
• Finding your weakest link in the security chain
• Security Awareness Training & Testing
• Manual vs automated testing
• Keeping up with threats
• Options for tools to combat
• Recommendations & resources



A layered security strategy

Cybersecurity 
insurance requires 

a certain level of 
all of these, and 

sometimes clients 
or vendors have 

their own 
requirements.



Finding your weakest link

• No amount of technology can 
100% protect you from 
human factors.

• Not always the end-user…
• Sys Admins often get 

complacent despite being a 
prime target.

• Other factors like budget, 
management <gasp>, etc. can 
be a weak link.



Security Awareness Training

• Classroom Training
• On-prem or remote
• This is not a one-time thing, 

offer on a recurring basis
• Record your training for later 

viewing
• Know your audience
• Don’t be too technical
• Talk about why, and what’s in it 

for the end-users (protecting 
personal & home data)

• Make end-users part of the 
solution!



Security Awareness Testing

• What tools are available to automate this?
• Proofpoint SAT, KnowB4, M365 built in tools
• What are the campaigns?

• Phishing
• Embedded Links
• Attachments
• M365
• Gift cards
• Etc.



Manual vs automated testing

• User scoring/rating on admin console
• How far did the user go down the rabbit hole…

• Did they open the email?
• Did they click the link?
• Did they enter credentials?

• Real-time notification of failure for users
• Screenshot here?

• Assign training/learning videos/quiz



Keeping up with threats

• Government Sites
• CISA, DHS, NIST
• US Cybercom
• US State Department

• Vendor Notifications / Blogs
• CrowdStrike
• Fortinet
• Veeam
• Reddit
• YouTube



Your Tools to Combat Threats

• We are all aware of AV, Firewalls, 
etc. but what else?

• OpenSource Distros (Kali, 
BlackArch)

• Free tools like Systinternals
• OSINT & social tools like 

SpiderFoot & Social-Analyzer
• Dark Web forums



• Open Discussion
• What have you learned along 

the way?
• What other security layers do 

you use?
• Share any cautionary tales.
• Any horror stories?

Other Recommendations & Resources



Thanks! Q&A
Presenter contact info here


