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We'll be covering:
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We'll be covering:
 The threat landscape and why we need “Detection & Response”
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We'll be covering:

 What is “Detection & Response”

b mirazon.com



Miraz - n

We'll be covering:

« The different kinds of “Detection & Response” offerings
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Introduction
Tim Lewis: NOC/SOC Manager at Mirazon

We'll be covering:

* The threat landscape and why we need “Detection & Response”
 What is “Detection & Response”

« The different kinds of “Detection & Response” offerings
 What to look for in “Detection & Response”
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The Threat Landscape
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The Threat Landscape

* The first ransomware attack occurred in 1989 against AIDS
researchers. 24% of data breaches occur in healthcare.
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The Threat Landscape

« The average cost of remediating ransomware is $761,106.
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The Threat Landscape

* |n 2020, the average downtime due to ransomware was 19
days.
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The Threat Landscape

This is the scary slide

* The first ransomware attack occurred in 1989 against AIDS
researchers. 24% of data breaches occur in healthcare.

» The average cost of remediating ransomware is $761,106.

* |n 2020, the average downtime due to ransomware was 19
days.

« The average payment of targeted organizations is $233,817.
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The Threat Landscape

This is the scary slide

* The first ransomware attack occurred in 1989 against AIDS
researchers. 24% of data breaches occur in healthcare.

» The average cost of remediating ransomware is $761,106.

* |n 2020, the average downtime due to ransomware was 19
days.

« The average payment of targeted organizations is $233,817.
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The Threat Landscape

REvil member says gang
targets organisations with
cyber insurance for
ransomware attacks
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The Threat Landscape

REvil member says gang
targets organisations with
cyber insurance for
ransomware attacks

; h
—* Image: Alleged REvil member claims they target companies with cyber insurance
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The Threat Landscape
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The Threat Landscape

* More sophisticated attack strategies are outpacing anti-virus
software.
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The Threat Landscape

* The traditional anti-virus model relies too heavily on
signatures.
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* From Infosecurity Magazine:

Over two-thirds (70%) of all malware attacks involved evasive zero-day malware in Q2 of 2020,
which is a 12% rise on the previous quarter, according to WatchGuard Technologies latest Internet

Security Report.

Interestingly, the increase in this form of malware, which circumvents anti-virus signatures, has
come as overall malware detections fell by 8% compared to Q1. WatchGuard attributes this
reduction to the rise in remote working brought about by COVID-19, as less employees are
operating behind corporate network perimeters.
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The Threat Landscape

* |n short: a series of technologies/products that focus on
detecting and investigating suspicious activity.
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The Threat Landscape

* Not necessarily a replacement for anti-virus, instead provides
more data.
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The Threat Landscape

A lot more data...
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e ALOT more data

® [ROOT]

@ SMSSEXE

Je @ SMSSEXE

J0 @ WINLOGON.EXE
Je @ USERINITEXE

® EXPLOREREXE

J0 ® _LLECTOR(MEXE

' ©

TECTIVES

JETECT TIME

EXECUTABLE
SHA256

Oct. 5, 2021 16:01:12
Process start

SRV-DIR10
Process start

Domain Controller

CORP\admintlewis Process start

Process killed

Event type

@ High
Host

Follow Through

Execution via Command and Scripting

Interpreter
T1059
ReconCommands

A process tree contains commands that
some adversaries use for reconnaissance,
but are also used by some system
administrators. If this activity is

unexpected, review the process tree.

None

2084

“C:\Users\admintlewis\AppData\Local\T

emp\RunNetworkDetective.exe" a

\Device\HarddiskVolume4\Users\ad E

mintlewis\AppData\Local\Temp\Run

NetworkDetective.exe

f13188cdae6d3bdd2adbc5db677b16e...

winlogon.exe

explorer.exe

NetworkDetecti.

Hostname

SRV VM33

SRV DIR10

SRV DIRT

SRV MEDCO1

SRV RDAPPSO1

SRV MAILT

SRV MONITORO2

TMGFSO01

SRV VM31

SRV VM30

SRV MDEC DS01

SRV VM32

winlogon.exe

C:\Windows\Explorer. EXE

"C:\Usersh\admintlewis\Downloads\!

Sensor version

6.2914304.0

6.2914304.0

6.2914304.0

6.2914304.0

6.2914304.0

6.2914304.0

6.2914304.0

6.2914304.0

6.2914304.0

6.2914304.0

6.2914304.0

IP address

7414212

7414212

7414271152

7414212

7414212

741424

7434212

74342712

74142712

74142712

7414212

74142712

tworkDetectiveDataC...

Not running

Not running

Not running

Local IP address

.0.99.151

10099152

.0.991M

10.0.99163

10099153

10099165

169.254.2.169

169.254.3.90

10099112

169.254.4.228

3h 42m 35s

3h 42m 30s




ENDPOINT Detection & Response
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ENDPOINT Detection & Response

* First coined in July 2013 to describe new and more advanced
endpoint products by Anton Chuvakin.
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ENDPOINT Detection & Response

 Emphasis is on having visibility and the ability to respond to
threats.
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ENDPOINT Detection & Response

 NOT a replacement for AntiVirus
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ENDPOINT Detection & Response

General Information

* First coined in July 2013 to describe new and more advanced
endpoint products by Anton Chuvakin.

* Emphasis is on having visibility and the ability to respond to
threats.

« NOT areplacement for AntiVirus
« Often bundled with sister products
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ENDPOINT Detection & Response
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ENDPOINT Detection & Response

* Gathers activity data from the client computers.
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ENDPOINT Detection & Response

* Provides some analysis to look for suspicious activity.
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ENDPOINT Detection & Response

* Give you the ability to investigate and mitigate any issues.
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ENDPOINT Detection & Response

* Some vendors offer monitoring services.
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ENDPOINT Detection & Response

* |s a supplement to the Antivirus product. NOT a
replacement.
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ENDPOINT Detection & Response

Yeah... but what does it do?

Gathers activity data from the client computers.

Provides some analysis to look for suspicious activity.
Give you the ability to investigate and mitigate any issues.
Some vendors offer monitoring services.

Is a supplement to the Antivirus product. NOT a
replacement.

Most EDR vendors offer an AV (next gen AV) product as
well.
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ENDPOINT Detection & Response
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ENDPOINT Detection & Response

* File matches AV signature and is blocked/quarantined.
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ENDPOINT Detection & Response

* You don’t really get a whole lot of information.
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« AV detection sample:
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ENDPOINT Detection & Response

« AV detection sample:

% All threats ever seen on this endpoint (= 1=1{p.3
7 Create override I Show all PCS which have encountered this file | - Restore from Quarantine
[ Filename Pathname Malware Group Last Seen Dwell Time
1 [] 2600184.EXE %desktop%\ W32.Suspicious.Heur Oct22nd ... 0Osec
2 OMRON.SYSWIN.3.4.KEYGEN BY.AAOCG.EXE ?:\omron.syswin.3.4.keygen.by.aaocg\ W32.Trojan.Keygen Feb3rd2... 12Days ...
3 [] VIDEOCODECS-SETUP.EXE Y%cache%\ W32.Trojan.Gen Nov 30th ... 5Days2...

on.com




ENDPOINT Detection & Response

OMRON.SYSWIN.3.4.KEYGEN.BY.AAOCG.EXE

Perspective

@ Globally
@ cConsole
[ ] Endpoint

Propagation Timeline

KYO01-KTABOR
w&\ m&\ ﬁ,&\ ﬁ?’w\ S “Ego
> o B 2 » A v
& ¢ & $ & S <

a First Seen Last Seen m Date Determined

First Seen Last Seen Dwell Time

Jan 22 2021, 9:17 - -
Jan 222021, 9:17 Feb 32021, 11:35 -

Jan 22 2021, 9:17 Feb 32021, 11:35

(0]

12 day 2 hr 17 min 59 sec

2 X

¥ Create override

File Information
Determination: Bad

Malware Group: W32.Trojan.Keygen

Global Popularity: 1

Console Popularity: 1

Determined: Jan 22 2021, 9:23

Filename: OMRON.SYSWIN.3.4.KEYGEN.BY.AAOCG...
MD5: DADE88D838C60FAFC3F11161DD2F1...

Endpoints encountering this file

Feb 32021, 11:35

Endpoint



ENDPOINT Detection & Response

persistencejtooluinninginjRAM

-

SymMcAfVGEiB0o#ISecuritylblockedlaltrojan)
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ENDPOINT Detection & Response

WerFault.exe
Unassigned (C» Closed () comment

Network contain @ Create I0A exclusion

@ Connect to host

Execution Details

Comments & Log Entries

File Details

) User Details

Host Details

Network Operations




ENDPOINT Detection & Response

eventlog
filehash
get
getsid
help
history
ipconfig
kill

1ls

map
memdump
mkdir
mount

mv

netstat

ps

put
put-and-run

T —

Host Name:

Platform: Windows

ad a file from disk
ange the current rking
ear Screen
py a file or directory.
“Fol symLinks” flag i
Encrypt a file with AES
Get e 1
Inspect 2 Sub
ate the MD5, SHAl, and

Upload a file

d displa

dir

command or subcomma

of the
1B share
Dump the memor
Create a new dir

mounted fil

ecified path

ve

will block

RUN COMMANDS EDIT & RUN SCRIPTS

junctions unless the optional

the

machin

and

the optional

run it.

END SESSION

[a
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Detections

Q  Hash:

Severity

Critical
High
Medium
Low

Informational

+Q

[] select All

O ‘@ High

O ‘@ High

Tactic

Execution

Update & Assign

TACTIC & TECHNIQUE
Execution via Command and ...

TACTIC & TECHNIQUE
Execution via Command and ...

®

@

Technique

Command And Scripti... 2

DETECT TIME
Oct. 5, 2021 16:01:12

DETECT TIME
Oct. 5, 2021 15:49:41

Time

Last hour
Last day
Last week
Last 30 days
Last 90 days

+Q

HOST

HOST

ENDPOINT Detection & Response

Status

New RunNetworkDetective...

In Progress
True Positive
False Positive

Ignored

+Q

No grouping

USER NAME

USER NAME
L

Triggering file

ASSIGNED TO
Unassigned

ASSIGNED TO
Unassigned

2 detections found | X

Assigned to

Unassigned

Sort by newest detect time

STATUS
False Positi...

D 62

STATUS
False Positi...

D &




ENDPOINT Detection & Response

at 2021 _1 0_05T1 9:49:41 Z Lateral movement event search  Incident event search

Score - Medium Description I ET

in this inc

Tags

Lateral Movement

Network contain all hosts

[ | Host  SRv-DIR10 [ See more in Host Management [3

al IP 2 o - -
Windows Server 2016 - 9889e046call4sl4ab.. 6.2914304.0 Normal

Lateral movement hosts

os External IP add: Local IP addh Host ID Sensor v

Windows Server 2... c16a9b09733c42¢c... 629143040 Normal

Windows Server 2. | 57361b4aal0B64d9..  6.2914304.0 Normal

Windows Server 2... & b4624eel7adB415..  6.2914304.0 Normal

Windows Server 2... 73ec786c22554af.. 629143040 Normal

Windows Server 2... 89c2641047cf491... 629143040 Normal

Windows Server 2... : - - b952f19c62b24c4... 6.2914304.0 Normal

Windows 11 82f805478083481..  6.2914304.0 Normal
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The EDR picture so far...
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e Too much information
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 Too much information (vendors are happy to offer additional
services)
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ENDPOINT Detection & Response

 Beware of false positives and too many alerts.
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* Finally:
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* Finally:

» -
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NETWORK Detection & Response
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NETWORK Detection & Response

* Originates from network-based intrusion detection systems.
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NETWORK Detection & Response

* Originates from network-based intrusion detection systems.
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NETWORK Detection & Response

* Seeks to provide the same level visibility and real time
capabilities as EDR
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NETWORK Detection & Response
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NETWORK Detection & Response

« Dedicated appliances (virtual or physical) in tandem with
SPAN ports.
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NETWORK Detection & Response

* Appliances analyze network traffic to map the network and
build profiles.
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NETWORK Detection & Response

* The service looks for anomalous behavior or known bad
traffic patterns.
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NETWORK Detection & Response

* Threats are met with alerts and can mitigate threats through
API| connections or other measures. NDR is mostly
agentless.

b mirazon.com



NETWORK Detection & Response

[ | Lastéhours v Security Network Perimeter ) Generate Executive Repor

Active Devices o € CIFS Activity >
New Devices

Network Health Indicators
DNs R

DNs

DNs

HTTP

T L -
a
L -l

GOLDZONE!.

1cTIM
vegpr.

1
OFFENDER

vicTIM
domain-cont

Barfysd:
2€:C2:60:68:F6

WINDOWS
192.168.2.11




~ Lastéhours

Refine Results
1Pva

172.23.2.33 (170.86 MB)
172.23.1.101 (168.48 MB)
192.168.221.102 (14.51 MB)
192.168.221.22 (12.86 MB)
172.28.1.23 (1276 MB)
172.28.1.21 (12.58 MB)
10.22.11.101 (12.07 MB)
172.28.1.24 (11.69 MB)
172.28.1.22 (11.51 MB)
172.22.1.81 (11.37 MB)
192168.221.21 (8.25 MB)
172.22.1.80 (7.43 MB)
194.105.192.99 (6.57 MB)
172.24.1.81 (5.61MB)
172.22.2.33 (5.53MB)
172.23.1.80 (4.68 MB)
172.24.1.80 (4.48 MB)
172.23.181 (357 MB)
172.24.2.33 (3.05 MB)
172.21.1.81 (151 MB)
+1,030 more

- IPvé

(104.00B)
fe80:223:aeff:febd:1b10
(104.00B)

< IP Protocol

TCP (26111 MB)
UDP (11.74 MB)

ICMP (413.39 KB)
< Port

TCP:3304 (180.06 MB)

TCP:8080 (32.84 MB)
TCP:2049 (24.26 MB)
TCP:986 (6.38 MB)
TCP:676 (6.37 MB)
TCP:780 (6.19 MB)
TCP:443 (5.38 MB)
TCP:742 (5.31 MB)
1856 (4.15MB)
TCP:445 (2.54 MB)
TCP:57611 (2,28 MB)
TCP:45324 (1.75MB)
TCP:45319 (1.61MB)
TCP:57691 (1.54 MB)
TCP:80 (1.50 MB)
UDP:48750 (1.36 MB)
UDP:12614 (1.36 MB)
UDP:44254 (1.22 MB)
UDP:12210 (1.22 MB)
+6,071 more
~ VLAN

Untagged (274.33 MB)

Packet Query Results

Packet Query

From Oct 27,11:42:31 pm

BPF v = =

Time
2021-10-2805:42:31.462
2021-10-2805:42:31.462
2021-10-2805:42:31.463
2021-10-2805:42:31.464
2021-10-2805:42:31.464
2021-10-2805:42:31.465
2021-10-2805:42:31.466
2021-10-28 05:42:31.466
2021-10-28 05:42:31.467
2021-10-28 05:42:31.468
2021-10-28 05:42:31.468
2021-10-28 05:42:31.469
2021-10-28 05:42:31.469
2021-10-2805:42:31.470
2021-10-28 05:42:31.470
2021-10-2805:42:31.470
2021-10-2805:42:31.470
2021-10-2805:42:31.470
2021-10-2805:42:31.470
2021-10-2805:42:31.470
2021-10-2805:42:31.470
2021-10-2805:42:31.470
2021-10-2805:42:31.470
2021-10-2805:42:31.470
2021-10-2805:42:31.470
2021-10-2805:42:31.470
2021-10-2805:42:31.470
2021-10-2805:42:31.470
2021-10-28 05:42:31.470
2021-10-28 05:42:31.470
2021-10-28 05:42:31.470
2021-10-28 05:42:31.470
2021-10-28 05:42:31.470
2021-10-2R05:42:31.470

100 packet preview

SrclP
17228122
17228121
17228122
17228122
17228121
17228.1.22
17228.1.22
17228121
10.22.64.27
10.22.11.101
17228122
17228122
17228121
192.168.221.21
192.168.221.21
19216822121
19216822121
19216822121
19216822121
19216822121
19216822121
192.168.221.21
192.168.221.21
192.168.221.21
192.168.221.21
192.168.221.21
192.168.221.21
192.168.221.21
192.168.221.21
192.168.221.21
192.168.221.21
192.168.221.21
192.168.221.21
192.168.221.21

DstIP
17228121
17228122
17228121
17228121
17228.1.22
17228121
17228.1.21
17228.1.22
10.22.11.101
10.22.64.27
17228.1.21
17228.1.21
17228.1.22
192.168.221.102
192.168.221.102
192.168.221.102
192168.221.102
192.168.221.102
192168.221.102
192.168.221.102
192.168.221.102
192.168.221.102
192.168.221.102
192.168.221.102
192.168.221.102
192.168.221.102
192.168.221.102
192.168.221.102
192.168.221.102
192.168.221.102
192.168.221.102
192.168.221.102
192.168.221.102
192.1468.221.102

1P Prata

ACKFRAG
FRAG
FRAG
FRAG
FRAG
FRAG
FRAG
FRAG
ACK FRAG

ACK FRAG
FRAG
FRAG
FRAG
FRAG

9,018
9,018
9,018
9,018
9,018
9,018
9,018
1406
9,018
9,018
9,018
2,302
9,018
9,018
9,018
8,142
2,018
9,018
9,018
9,018
9018

Previewing 100 p

Src MAC
00:0C:29:54:EC:69
00:0C:29-05:B7:40
00:0C:29:54:EC:69
00:0C:29:54:EC:69
00:0C:29-:05:87:40
00:0C:29:54:EC:69
00:0C:29:54:EC:69
00:0C:29-:05:87:40
64:16:7F:00:00:27
52:54:00:B4:8B:75
00:0C:29:54:EC:69
00:0C:29:54:EC:69
00:0C:29:05:87:40
00:23:AE:C7:73:FA
00:23:AE:C7:73.FA
00:23:AE:C7:73.FA
00:23:AE-C7:73:FA
00:23:AE-C7:73:FA
00:23:AE-C7:73:FA
00:23:AE:C7:73:FA
00:23:AE:C7:73:FA
00:23:AE:C7:73:FA
00:23:AE:C7:73:FA
00:23:AE:C7:73:FA
00:23:AE:C7:73:FA
00:23:AE:C7:73:FA
00:23:AE:C7:73:FA
00:23:AE:C7:73:FA
00:23:AE:C7:73:FA
00:23:AE:C7:73:FA
00:23:AE:C7:73:FA
00:23:AE:C7:73:FA
00:23:AE:C7:73:FA
O0:23:AF-C7:73FA

NETWORK Detection & Response

ts around Oct 28, 5:42:3

DstMAC
00:0C:2%:05:B7:40

00:0C:29:54:EC:69
00:0C:2%-:05:B7:40

00:0C:2%:05:B7:40

00:0C:29:54.EC:69
00:0C:2%-05:B7:40

00:0C:2%:05:B7:40

00:0C:29:54.EC:65
52:54:00:B4:8B:75

64:16:7F:00:00:27

00:0C:29:05:B7:40

00:0C:29:05:B7:40

00:0C:29:54:EC:69
00:23:AE:DB:6C:45
00:23:AE:DB:6C:45
00:23:AE:DB:6C.45
00:23:AE:DB:6C.45
00:23:AE:DB:6C-45
00:23:AE:DB:6C:45
00:23:AE:DB:6C:45
00:23:AE:DB:6C:45
00:23:AE:DB:6C:45
00:23:AE:DB:6C:45
00:23:AE:DB:6C:45
00:23:AE:DB:6C:45
00:23:AE:DB:6C:45
00:23:AE:DB:6C:45
00:23:AE:DB:6C:45
00:23:AE:DB:6C:45
00:23:AE:DB:6C:45
00:23:AE:DB:6C:45
00:23:AE:DB:6C:45
00:23:AE:DB:6C:45
00:23:AF:DR:4C:45

67 am
EtherType

1Pva

16,413,426 packets (8.05 GB)

—

Until Oct 28, 5:42:31 am
Download Session Keys

mirazon.com



NETWORK Detection & Response

LL

Last 6 hours =

TIONS  DASHBOARDS

ystem Dashboar

Activity

Network Packets by L7 Protocol Avg Rate ~
CIFS

Active Protocels =

All Activity HTTP Median ~
Round Trip Time

All Activity Database Median ~

Round Trip Time

All Activity SSL =

HTTPS:443

Alerts

All Activity HTTP ~

All Activity SSL Response L2 Bytes Avg Rate ~
Avg R

Severity
® ERROR
® ERROR
® ERROR
® ERROR
® ERROR
® ERROR
® ERROR

Alert

20

2021-10-28 05:
2021-10-28 05:45:19.098
2021-10-28 05:45:19.
2021-10-28 05:42:17 885
2021-10-28 0!

All Activity HTTP ~

All Activity Database Response L2 Bytes Avg Rate ~

Avg Rate

All Activity SSL =




NETWORK Detection & Response
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NETWORK Detection & Response

 PRO: Able to capture all network activity for analysis.
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NETWORK Detection & Response

 CON: You must have the infrastructure to support this
functionality.
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NETWORK Detection & Response

 PRO: Benefit of network health monitoring.
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NETWORK Detection & Response

« CON: Thereisa A LOT of data to keep track of.
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NETWORK Detection & Response
The Skinny
« PRO: Able to capture all network activity for analysis.

 CON: You must have the infrastructure to support this
functionality.

 PRO: Benefit of network health monitoring.
* CON: Thereis a ALOT of data to keep track of.
 PRO: Usually offers a lot of integration with other solutions.

mirazon.com



NETWORK Detection & Response
The Skinny
 PRO: Able to capture all network activity for analysis.

 CON: You must have the infrastructure to support this
functionality.

 PRO: Benefit of network health monitoring.
* CON: Thereis a ALOT of data to keep track of.
 PRO: Usually offers a lot of integration with other solutions.

» CON: $%%
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NETWORK Detection & Response
The Skinny
 PRO: Able to capture all network activity for analysis.

 CON: You must have the infrastructure to support this
functionality.

 PRO: Benefit of network health monitoring.

* CON: Thereis a ALOT of data to keep track of.

 PRO: Usually offers a lot of integration with other solutions.
« CON: $%% (but not as much as getting compromised)

mirazon.com



NETWORK Detection & Response
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EXTENDED Detection & Response (XDR)
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EXTENDED Detection & Response (XDR)

 BLUF: There is more to worry about than networks and
endpoints <cough, CLOUD, cough>.
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EXTENDED Detection & Response (XDR)

 XDR seeks to extend into your cloud & perform an all-in-one
detection and response.
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EXTENDED Detection & Response (XDR)

« Uses a combination of EDR, NDR, SIEM and API’s to perform
this.
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EXTENDED Detection & Response (XDR)

Getting into murky waters
 BLUF: There is more to worry about than networks and
endpoints <cough, CLOUD, cough>.

« XDR seeks to extend into your cloud & perform an all-in-one
detection and response.

e Uses a combination of EDR, NDR, SIEM and API’s to perform
this.

* For Cloud services, will often rely on existing functionality.

mirazon.com



EXTENDED Detection & Response (XDR)

Getting into murky waters

BLUF: There is more to worry about than networks and
endpoints <cough, CLOUD, cough>.

XDR seeks to extend into your cloud & perform an all-in-one
detection and response.

Uses a combination of EDR, NDR, SIEM and API’s to perform
this.

For Cloud services, will often rely on existing functionality.
You get one stop dashboard to see everything.
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EXTENDED Detection & Response (XDR)
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EXTENDED Detection & Response (XDR)

02.27.58
DIVERGENCE : UNKNOWN LOCATION

CRITICAL EVENT
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EXTENDED Detection & Response (XDR)
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EXTENDED Detection & Response (XDR)

e Combines the best of EDR & NDR.
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EXTENDED Detection & Response (XDR)

* Adds cloud applications to the mix.
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EXTENDED Detection & Response (XDR)

* Single pane of glass for everything.
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EXTENDED Detection & Response (XDR)

« A LOT of data
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EXTENDED Detection & Response (XDR)

 Alotto...
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MANAGED Detection & Response (MDR)

MANAGE
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MANAGED Detection & Response (MDR)
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MANAGED Detection & Response (MDR)

« Basically, you are paying the vendor’s SOC to babysit the
platform.
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MANAGED Detection & Response (MDR)

« Keeping track of your E/N/XDR can easily be a full-time job.
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MANAGED Detection & Response (MDR)

* There is some overlap with various “threat hunting” services.
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MANAGED Detection & Response (MDR)

 Thereis not a lot of consistency in the experience offered by
providers.
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MANAGED Detection & Response (MDR)

The murkiest of waters...

Basically, you are paying the vendor’s SOC to babysit the
platform.

Keeping track of your E/N/XDR can easily be a full-time job.
There is some overlap with various “threat hunting” services.

There is not a lot of consistency in the experience offered by
providers.

Many times, the vendor is reselling other products and
managing them on the backend.
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Shopping E/N/X/MDR Services
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Shopping E/N/X/MDR Services

 How are threats assessed? Machine learning vs. event limits.
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Shopping E/N/X/MDR Services

 How many false positives are produced?
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Shopping E/N/X/MDR Services

* How are detections handled?
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Shopping E/N/X/MDR Services
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Shopping E/N/X/MDR Services

 What are the bandwidth capabilities of the appliance?
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Shopping E/N/X/MDR Services

 What is the pricing model?
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Shopping E/N/X/MDR Services

 How are potential breaches handled?
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Shopping E/N/X/MDR Services

 How many false positives can you expect?
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Shopping E/N/X/MDR Services

 How many appliances will be required?
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Shopping E/N/X/MDR Services

Things to consider with NDR

 What are the bandwidth capabilities of the appliance?
 What is the pricing model?

« How are potential breaches handled?

« How many false positives can you expect?
« How many appliances will be required?
* Will agents be required?
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Shopping E/N/X/MDR Services
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Shopping E/N/X/MDR Services

* All the considerations for EDR & NDR
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Shopping E/N/X/MDR Services

« What cloud services are monitored?
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Shopping E/N/X/MDR Services
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Shopping E/N/X/MDR Services

 What will they do or NOT do?
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Shopping E/N/X/MDR Services

 How will they contact you?
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Shopping E/N/X/MDR Services

 How much visibility will you have?
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Shopping E/N/X/MDR Services

* Do they rely on you purchasing third party products?
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Shopping E/N/X/MDR Services

* All the considerations of EDR, NDR & XDR
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Mirazon

| hope you enjoyed BOOOOOOOOOMUG

www.Mirazon.com
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