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Tim Lewis: NOC/SOC Manager at Mirazon 

We’ll be covering:

• The threat landscape and why we need “Detection & Response”

• What is “Detection & Response”

• The different kinds of “Detection & Response” offerings

• What to look for in “Detection & Response”
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• More sophisticated attack strategies are outpacing anti-virus 
software.

• The traditional anti-virus model relies too heavily on 
signatures.

• From Infosecurity Magazine:
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• First coined in July 2013 to describe new and more advanced 
endpoint products by Anton Chuvakin.

• Emphasis is on having visibility and the ability to respond to 
threats.

• NOT a replacement for AntiVirus

• Often bundled with sister products
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• Gathers activity data from the client computers.

• Provides some analysis to look for suspicious activity.

• Give you the ability to investigate and mitigate any issues.

• Some vendors offer monitoring services.

• Is a supplement to the Antivirus product.  NOT a 
replacement.

• Most EDR vendors offer an AV (next gen AV) product as 
well.
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• Originates from network-based intrusion detection systems.

• Seeks to provide the same level visibility and real time 
capabilities as EDR
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• Dedicated appliances (virtual or physical) in tandem with 
SPAN ports.

• Appliances analyze network traffic to map the network and 
build profiles.

• The service looks for anomalous behavior or known bad 
traffic patterns.

• Threats are met with alerts and can mitigate threats through 
API connections or other measures.  NDR is mostly 
agentless.
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• PRO: Able to capture all network activity for analysis.

• CON: You must have the infrastructure to support this 
functionality.

• PRO: Benefit of network health monitoring.

• CON: There is a A LOT of data to keep track of.

• PRO: Usually offers a lot of integration with other solutions.

• CON: $$$ (but not as much as getting compromised)
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• BLUF: There is more to worry about than networks and 
endpoints <cough, CLOUD, cough>.

• XDR seeks to extend into your cloud & perform an all-in-one 
detection and response.

• Uses a combination of EDR, NDR, SIEM and API’s to perform 
this.

• For Cloud services, will often rely on existing functionality.

• You get one stop dashboard to see everything.
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• Combines the best of EDR & NDR.

• Adds cloud applications to the mix.

• Single pane of glass for everything.

• A LOT of data

• A lot to…
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• Basically, you are paying the vendor’s SOC to babysit the 
platform.

• Keeping track of your E/N/XDR can easily be a full-time job.

• There is some overlap with various “threat hunting” services.

• There is not a lot of consistency in the experience offered by 
providers.

• Many times, the vendor is reselling other products and 
managing them on the backend.
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• How many false positives are produced?

• How are detections handled?
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• What are the bandwidth capabilities of the appliance?

• What is the pricing model?

• How are potential breaches handled?

• How many false positives can you expect?

• How many appliances will be required?

• Will agents be required?



mirazon.com



mirazon.com

• All the considerations for EDR & NDR



mirazon.com

• All the considerations for EDR & NDR

• What cloud services are monitored?
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• What will they do or NOT do?

• How will they contact you?

• How much visibility will you have?

• Do they rely on you purchasing third party products?

• All the considerations of EDR, NDR & XDR
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www.Mirazon.com


