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WHO AM I?

• Tony Morrow
• @a_gizm0 
• https://lookanotherblog.com

• Principal Solutions Architect @ Bellarmine University

• 12 years working at Bellarmine (10 in the Infrastructure Team)

• Focus
• Networking • Systems integration • VoIP
• Wireless • AD & AAD management
• Servers/Virtualization • Microsoft Endpoint (Intune & System Center)



DISCLAIMER 😏😏

• I am not a Microsoft MVP or Partner

• All technologies showcased are using free, trial, or paid licenses

• All the opinions here are my own

• Nobody is paying me for this presentation

• Nobody has reviewed or approved this presentation before hand



TOPICS

• What are Certificates (x509)

• The state of certificate life cycling today

• How certificate maintenance can be automated for some situations

• Demo!!!



WHAT ARE 
CERTIFICATES?
MAGIC



WHAT ARE CERTIFICATES

•Most simplified terms:
• A key (aka cryptographically generated set string of 

numbers or letters)
• + Information about the owner of that public key
• + A digital signature to verify the authenticity of the 

certificate









WHY DO WE USE CERTIFICATES?

• Establishing TRUST between systems

• Verifying IDENTITY of a person or system

• ENCRYPTING communication between systems



THE CERTIFICATE 
LIFECYCLE
STAB ME IN THE EYE EVERY 13 MONTHS





Certification Authorities
• Actalis S.p.A.
• Amazon Trust Services LLC
• Asseco Data Systems (formely Certum)
• Buypass AS
• Camerfirma
• Certinomis
• CERTIGNA
• certSIGN
• CFCA
• Chunghwa Telecom Co., Ltd.
• China Internet Network Information Center
• ComSign Ltd
• D-TRUST GmbH
• DigitalTrust
• DigiCert, Inc.
• Digidentity
• Disig, a.s.
• E-TUGRA Inc.
• eMudhra Technologies Limited
• Entrust
• Firmaprofesional
• Global Digital Cybersecurity Authority Co., Ltd
• GlobalSign
• GoDaddy Inc
• Hellenic Academic and Research Institutions Certification 

Authority (HARICA)
• iTrusChina
• Izenpe S.A.
• JPRS
• Kamu Sertifikasyon Merkezi
• KPN Corporate Market BV
• Let’s Encrypt

• Logius PKIoverheid
• MSC Trustgate
• National Center for Digital Certification
• NAVER Cloud
• Network Solutions, LLC
• OISTE Foundation
• Open Access Technology International
• Prvni certifikacni autorita, a.s.
• SECOM Trust Systems
• SecureTrust
• Sectigo Ltd.
• Shanghai Electronic Certification Authority Center Co. Ltd
• SK ID Solutions AS
• Skaitmeninio sertifikavimo centras (SSC)
• SSL.com
• SwissSign AG
• TAIWAN-CA Inc.
• Telia Company
• TrustCor Systems, S. de R.L.
• Visa

Certificate Consumer Members
• 360
• Apple
• Brave
• Cisco
• Comodo
• Google Inc.
• Microsoft Corporation
• Mozilla Foundation
• Opera Software AS
• Zertificon



HOW WE GET CERTIFICATES

1. Generate a certificate request

2. Pay a Certificate Authority a large sum of money

3. Submit request to CA

4. Receive the certificate

5. Apply certificate to your system

6. Repeat



CERTIFICATE VALIDATION PERIOD

• 2011: 60 months

• 2015: 39 months

• 2018: 825 days (27 months)

• 2020: 398 days (13 months)





IS THERE A BETTER 
WAY?
YES





WHAT IS LET’S ENCRYPT?

• A free, automated, and open certificate authority (CA), run for the 
public’s benefit. It is a service provided by the Internet Security 
Research Group (ISRG).

• Started in 2013 by Josh Aas with sponsorship from Mozilla, EFF, and 
University of Michigan

• In 2015 certificates became trusted by all major browsers

https://www.abetterinternet.org/




COMPATIBILITY
• Platforms that trust DST Root CA X3

• Windows >= XP SP3
• macOS (most versions)
• iOS (most versions)
• Android >= v2.3.6
• Mozilla Firefox >= v2.0
• Ubuntu >= precise / 12.04
• Debian >= squeeze / 6
• Java 8 >= 8u101
• Java 7 >= 7u111
• NSS >= v3.11.9
• Amazon FireOS (Silk Browser)
• Cyanogen > v10
• Jolla Sailfish OS > v1.1.2.16
• Kindle > v3.4.1
• Blackberry >= 10.3.3
• PS4 game console with firmware >= 5.00

• Platforms that trust ISRG Root X1
• Windows >= XP SP3 (assuming Automatic Root 

Certificate Update isn’t manually disabled)
• macOS >= 10.12.1
• iOS >= 10 (iOS 9 does not include it)
• iPhone 5 and above can upgrade to iOS 10 and 

can thus trust ISRG Root X1
• Android >= 7.1.1 (but Android >= 2.3.6 will work by 

default due to our special cross-sign)
• Mozilla Firefox >= 50.0
• Ubuntu >= xenial / 16.04 (with updates applied)
• Debian >= jessie / 8 (with updates applied)
• Java 8 >= 8u141
• Java 7 >= 7u151
• NSS >= 3.26



HOW WE GET CERTIFICATES FROM LET’S 
ENCRYPT

1. Install an application or script on the server requesting a cert

2. The app/script initiates a cert request to Let’s Encrypt

3. Let’s Encrypt responds with a verification string

4. App/script places verification string on web host or in DNS entry

5. Let’s Encrypt verifies the string exists

6. Let’s Encrypt issues a certificate to the requesting server





WHAT IS LET’S ENCRYPT GOOD FOR?

• Public web servers (Apache, Nginx, IIS, Tomcat)

• IOT

• Internet accessible services



WHAT IS LE NOT GOOD FOR?

• Internal Systems

• Applications that require manual certificate installation



CONCLUSIONS



CONCLUSIONS (JOKE)

• Certificates are magic

• Certificate Authorities are the Mafia

• Let’s Encrypt is the people’s CA



CONCLUSIONS

• Certificates are critical to a secure Internet

• The CAB Forum are setting important standards and practices around 
certificates

• Even if we (administrators) complain about the extra work it creates

• There are ways to automate certificate renewals
• Let’s Encrypt is just one option 



DEMO



CITATIONS

• CAB Forum SSL/TLS Requirements: https://cabforum.org/wp-
content/uploads/CA-Browser-Forum-BR-1.7.4.pdf

• Let’s Encrypt: https://letsencrypt.org/about/
• ISRG: https://www.abetterinternet.org/about/
• Sponsors/Funders: https://letsencrypt.org/
• LE becomes Trusted: https://letsencrypt.org/2015/10/19/lets-encrypt-is-

trusted.html
• Compatibility: https://letsencrypt.org/docs/certificate-compatibility/

https://cabforum.org/wp-content/uploads/CA-Browser-Forum-BR-1.7.4.pdf
https://letsencrypt.org/about/
https://www.abetterinternet.org/about/
https://letsencrypt.org/
https://letsencrypt.org/2015/10/19/lets-encrypt-is-trusted.html
https://letsencrypt.org/docs/certificate-compatibility/
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