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What Hacking REALLY Is
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• Have you identified wants and needs?

• Do you have an established standard?

• Do you have products that can see a client’s OS and its installed 

software?

• Do you have products that can communicate and work together?

• Do you have a deployment plan and goals?
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• Your endpoints are everywhere.

• Cloud products are changing the threat landscape and

your attack surface.

• DO NOT RELY ON AZURE OR AWS TO PROTECT YOUR 

ENDPOINTS OR YOUR DATA!
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• Do you have regularly scheduled basic security classes for all employees?

• Do you have regularly scheduled advance security classes for IT 

personnel?

• Do you have a separation of duties policy?

• Have you considered rotation of responsibilities?

• You don’t have the DoD but DISA guidelines are useful.
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Resource: https://public.cyber.mil

Reference Documents

DoD 8570.01-M

DoDD 8140.01

The DISA and DoD Mindset

https://public.cyber.mil/
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• Hackers/Scammers like to take their afternoons 

and weekends off too.

• You are most vulnerable when your employees are at work.

• Hackers/Scammers are typically not who you assumed they are.
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Phishing

Phishing is the fraudulent practice of sending 

emails purporting to be from reputable companies 

in order to induce individuals to reveal personal 

information, such as passwords and financial 

information.

• 76% of Organizations experienced phishing attacks.

• 16 malicious emails a month per user.

• 92.4% of malware was delivered in email.

According to data from AlertLogic and Symantec’s 2018 Internet Threat Report
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• Be Discerning of Requests for 
Highly Sensitive Information

– Requests for passwords, financial 
information, private company 
data, ETC. 

– If unsure, contact the requester 
and verify the request 

• Recognize Wrongful Use of Fear 
and Urgency

– Requests asking you to drop 
everything and fulfil a task 
immediately usually don’t require 
such urgency 

– Any sort of threats to take severe 
action against you if requests 
aren’t met are a tell-tale sign of a 
phishing attempt 
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• Be Observant

– Be on the Lookout for Out-of-
Character Behavior

– Beware impersonal or generic 
greetings, such as “Dear 
Customer” or “Hello User”

– Look for misspellings and 
unnecessary capitalization or 
punctuation

– Double check any URLs included 
in the email, as well as the 
sender’s address 

• Hovering over the URL / 
sender’s address will reveal 
it’s true identity
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A real sender in your 

organization would be 

trusted and outlook 

typically masks the 

email address with the 

contact’s name.
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All account related 

Microsoft emails will 

only come from 

@Microsoft.com.

If you receive anything 

like this, even if you 

believe it’s real it best 

to inform you IT 

Support. 



mirazon.com

Phishing websites are 

often connected to the 

links found in Phishing 

emails. However, it is 

possible to stumble upon 

these sites through typos 

in the URL or malicious 

ads. 

Double checking the web 

site address in the top bar 

will help avoid intrusions. 

Site will have their official 

domain name in the string 

of characters. For example

the PayPal login to the left 

does not mention 

PayPal.com in the URL.
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Site should always be HTTPS but you can see here that the site on the    

left is registered to PayPal.

If there is a logon prompt and there is no green lock in the address 

bar, the HTTPS has a slash through it, or it is using HTTP (missing the 

“S”, the site is very likely a Phishing site. 
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Why do users and even IT professionals fall victim?

• The attackers are organized.

• The attackers know our routines.

• The attackers know our products.

• The attackers operate much in the same way you do. 
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Why do users and even IT professionals fall victim?

Jim Browning 4 part scam call center full take over.

https://www.youtube.com/watch?v=le71yVPh4uk

BBC Clip covering the above.

https://youtu.be/7rmvhwwiQAY?t=215

A bit of fun. (ScamBaiters)

https://youtu.be/UmEKhOEnmpg?t=2110

https://www.youtube.com/watch?v=le71yVPh4uk
https://youtu.be/7rmvhwwiQAY?t=215
https://youtu.be/UmEKhOEnmpg?t=2110
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What Hacking REALLY Isn’t
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Thank you! Questions?

Rance Reinhardt

Rance.Reinhardt@Mirazon.com

502-240-0404

mailto:Rance.Reinhardt@Mirazon.com

